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CYBER SECURITY: DEVELOPING A NATIONAL
STRATEGY

THURSDAY, APRIL 28, 2009

U.S. SENATE,
COMMITTEE ON HOMELAND SECURITY
AND GOVERNMENTAL AFFAIRS,
Washington, DC.

The Committee met, pursuant to notice, at 10:05 a.m., in room
SD-342, Dirksen Senate Office Building, Hon. Joseph I. Lieber-
man, Chairman of the Committee, presiding.

Present: Senators Lieberman, Carper, Landrieu, Burris, and Col-
lins.

OPENING STATEMENT OF CHAIRMAN LIEBERMAN

Chairman LIEBERMAN. Good morning. The hearing will come to
order. Thanks to the witnesses and others who are here.

The topic of this hearing is our national strategy for cyber secu-
rity. I am going to put my statement in the record and just speak
for a few moments.!

It is a series of facts that brings the Committee here and why
we are grateful to a very distinguished and informed group of wit-
nesses for helping us.

The first fact is that America cyberspace is constantly under at-
tack. The second is, the best that I can determine, our defenses to
those attacks are inadequate. The third fact is that the Obama Ad-
ministration, building on work done by the Bush Administration,
has just completed a 60-day review of our cyber policy and struc-
tures, and we expect soon to see release of that report.

The fourth fact is that the Department of Homeland Security
(DHS), which was created out of this Committee and over which we
maintain oversight and monitoring our responsibility, has the
unique authorities given to it under the statute with regard to
cyber security.

The fifth fact, may be a probability, I believe, as part of the reac-
tion to the report that Melissa Hathaway is doing for President
Obama, that we will be asked to consider, and should consider,
some legislative changes or authorizations regarding the role of the
Homeland Security Department in its responsibility to protect crit-
ical parts of America’s cyberspace, particularly, the non-defense,
governmental cyberspace and to be the main point of coordination
with the private sector.

1The prepared statement of Senator Lieberman appears in the Appendix on page 71.
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So this hearing is really an opportunity for us to learn from the
four of you at this quite significant, potentially transformational
moment in the history of America’s relationship to cyber warfare,
really. I want to just briefly develop a few of those realities.

First, it is very clear, if I can use a harsh word, but I will use
it because it is relevant, our enemies in cyberspace, whether they
are individual hackers, foreign governments, business competitors,
organized crime groups, or terrorists, seem too often to be one step
ahead of our efforts to deter them, and that gap must be closed.

From 2003’s SQL Slammer to the most recent Conficker worm,
thousands of worms, viruses, and so-called malware have infected
and disabled computers around the world and put sensitive data at
risk of loss, theft, or improper disclosure. Privacy breaches are a
regular occurrence with identity thefts, stolen credit cards, or expo-
sure of financial information. Within the Federal Government, mil-
lions of dollars worth of equipment has been lost and the personal
information of millions of veterans, as one example, compromised.

In a speech last week, Melissa Hathaway, who is the Acting Sen-
ior Director for Cyberspace for both the National and Homeland
Security Councils, told of an incident in which 130 automatic teller
machines (ATMs), in 49 cities around the world, were illicitly
emptied by cyber theft over a single 30-minute period. I mean, that
is a stunning reality.

The Wall Street Journal reported last week that operational in-
formation for the Joint Strike Fighter, our advanced, stealth-capa-
ble, tactical air fighter was breached making it easier for enemies
to defend against it if not to steal some of the highly classified sys-
tems within it.

We know that there are severe vulnerabilities in our electricity
grid and that foreign governments seeking to map our infrastruc-
tures have intruded into our electricity systems on a very large
scale.

So there is all too much evidence that our cyber infrastructure
is insecure and, unfortunately, there is a lot of evidence that our
security capabilities are inadequate to the challenge. GAO and var-
ious inspectors general have been repeatedly reporting on these
weaknesses. Last December, the Center for Strategic and Inter-
national Studies (CSIS) issued a report listing a vulnerability of
cyber networks as one of our Nation’s major security vulner-
abilities, risks.

Let me focus just for a moment, for the record, on the Depart-
ment of Homeland Security.

The cyber security authorities of the Department of Homeland
Security are not just general under the rubric of Homeland Secu-
rity, but they are clearly outlined in statute and presidential direc-
tives. Title 2 of the Homeland Security Act directs DHS to lead
critical infrastructure protection efforts, which by definition in-
cludes cyber security. Critical infrastructure was defined in that
act as “systems and assets, whether physical or virtual, so vital to
the United States that the capacity or destruction of such systems
and assets would have a debilitating effect on security, national
economic security, national public health or safety, or any combina-
tion of these matters.”
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In 2003, President Bush released a national strategy to secure
cyberspace, which stated that the Department of Homeland Secu-
rity would be “the focal point for the Federal Government to man-
age cyber security.” Later that year, the White House issued Home-
land Security Presidential Directive 7 (HSPD-7) to implement the
critical infrastructure responsibilities laid out in the Homeland Se-
curity Act. HSPD-7 reinforced the leadership role of the Depart-
ment of Homeland Security on cyber security, stating, “The Sec-
retary of Homeland Security will continue to maintain an organiza-
tion to serve as a focal point for the security of cyberspace.”

In 2008, President Bush issued Homeland Security Presidential
Directive 23 (HSPD-23) to implement the Comprehensive National
Cyber Security Initiative, which focused on the protection of Fed-
eral networks. The exact language used in HSPD-23 is classified.
However, I can say that the directive affirmed that the Department
of Homeland Security serves as the lead Federal agency for the
protection of Federal civilian networks, that is to say all unclassi-
?ed networks, and for coordinating private sector cyber security ef-
orts.

So as we come to this transitional point, we on this Committee
feel strongly that the Department of Homeland Security has, under
statute and presidential directive, a central and critically impor-
tant role to play. And this Committee, in a sense, is here to ask
you how you think DHS has carried out that responsibility—I know
you will testify and much else—and also what we can do to help
DHS do the better job that we all acknowledge we needed to do.

Thank you very much for being here. Senator Collins.

OPENING STATEMENT OF SENATOR COLLINS

Senator COLLINS. Thank you, Mr. Chairman.

The information and communication networks that we refer to as
cyberspace have become critical to our economy, our national de-
fense, and our homeland security. Yet, every week, we learn of
more threats to our cyber infrastructure. The spector of our adver-
saries disrupting our telecommunications systems, shutting down
our electric power, or freezing our financial markets is no longer
the stuff of science fiction; rather, it is a very real possibility as
thousands of cyber attacks are launched everyday.

For example, intelligence officials tell us that China and Russia
have attempted to map the American electrical grid and have left
behind software that could be activated later perhaps to disrupt or
destroy components. The Washington Post has reported that hack-
ers broke into the Pentagon’s Joint Strike Fighter project and stole
information. And last year, as the Chairman alluded to, cyber
thieves secretly implanted circuitry into keypads sold to British su-
permarkets, which were then used to steal account information and
personal identification numbers. As these numerous intrusions
demonstrate, the cyber security threat is real, dangerous, and ac-
celerating.

Today, this Committee will examine the practical issues of how
the Federal Government should best be organized to counter this
threat. An effective response to cyber threats will require coordina-
tion among law enforcement, intelligence agencies, and private
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owners of critical infrastructure. The Department of Homeland Se-
curity is the crucial nexus of these realms.

Bringing together these three worlds is precisely the reason that
Congress created DHS following the terrorist attacks of September
11, 2001. The Comprehensive National Cyber Security Initiative,
started last January—and the Chairman referred to it—recognized
the value of the Department’s unique perspective by placing the
National Cyber Security Center at DHS and charging the Depart-
ment with the responsibility for advancing coordination and con-
sultation among the many Federal entities with cyber security mis-
sions. And following up on this directive, last year, Senator
Lieberman and I introduced a homeland security reauthorization
bill that included cyber security provisions that would have in-
creased the responsibilities of the center at DHS.

We also need to determine what specific authorities are nec-
essary for DHS to undertake the mission of better securing Federal
networks and our Nation’s critical cyber infrastructure as the De-
partment works with but does not supplant the important roles
played by the Department of Defense, the intelligence community,
Federal law enforcement officials, and other agencies.

These authorities must allow DHS to address many of the most
pressing cyber security issues, including how do you share critical
infrastructure on threats and vulnerabilities, particularly with the
private sector, since 85 percent of critical infrastructure is privately
owned?

How do you encourage the adoption of best practices and stand-
ards not only across government but throughout our Nation’s crit-
ical infrastructure?

How do we best generate a strategy that deters terrorists and
hostile nation states from executing cyber attacks that potentially
could devastate our critical infrastructure?

How do we best go after cyber criminals, not necessarily from
other countries, but within our own country? Sometimes that part
is overlooked as we discuss the threat.

How do we secure the supply chain to ensure that systems we
purchase are free from malicious code?

And how do we best establish standards and performance metrics
that can guide government procurement to encourage manufactur-
ers to incorporate better security into their products for the benefit
of both government and the public at large?

Finally, as we consider the reorganization of cyber security ac-
tivities, I would note that this new Administration has shown a
tendency to appoint special assistants and czars within the White
House for virtually every important issue that we are confronting.
While I understand the need to shine a spotlight on critical prob-
lems, the creation of numerous czars or special assistants usually
leads to conflict, turf battles, and confusing lines of authority.

Moreover, Congress’ ability to effectively oversee activities di-
rected from the Executive Office of the President are severely lim-
ited. Typically, we cannot call upon those in the White House to
come testify before us, and their budget requests are presented
with very limited details. So the issue of reorganization of cyber se-
curity efforts necessarily involves the discussion of accountability
and oversight by Congress as well. On an issue as pressing and as
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complex as cyber security, congressional oversight is critical to
making real progress.

I look forward to exploring these issues with our witnesses today.

Mr. Chairman, you have assembled the top experts, and it is a
pleasure to welcome back to the Committee, of course, Mr. Baker,
who has been here many times. Thank you for holding this impor-
tant hearing.

Chairman LIEBERMAN. Thanks, Senator Collins. And thanks for
the very thoughtful statement. I appreciate it.

Stewart Baker, good to see you again. Welcome back. You grad-
uated from line authority to elder statesman, at an early age.

STATEMENT OF HON. STEWART A. BAKER,! FORMER
ASSISTANT SECRETARY OF HOMELAND SECURITY

Mr. BAKER. It is a pleasure to be home again. Thank you, Chair-
man Lieberman and Ranking Member Collins. It is also a pleasure
to have graduated from DHS. I served on a commission once, and
one of the old hands of the commission said, “Yes, they have
brought back all the people who could not do the job to tell us why
we should do the things they could not do.” And in that spirit, I
would like to talk a little bit about the cyberspace crisis that we
face and what DHS should do about it.

You both have laid out the problem quite eloquently, and I will
not try to repeat that. I would like to explain why I think this prob-
lem persists and continues to grow worse. And I will use an exam-
ple that I have laid out in my testimony.

There was a fellow named Howard Crank, a Vietnam vet suf-
fering from diabetes. At home, he got an Internet connection, and
the world opened up to him. He could interact with the world. It
was a wonderful thing for him, until, essentially, scam artists
found him and induced him to mortgage his house twice, to max
out his credit cards and to go into bankruptcy trying to recover the
lottery proceeds he was told he had won.

Right up until that moment, I think he would have said the
Internet had done a great thing for him, but interacting with the
world, and having the world interact with him, turned out to be a
disaster because not all of the world intended him well.

We are all in that position. We are all getting benefits today from
hooking up to the Internet, from using Internet protocols. They are
making our lives easier and they are making the delivery of serv-
ices and goods cheaper. And yet, every time we hook up to the
Internet and expand the reach of those networks to other parts of
our lives, we are creating greater risks. And, at some point the ice
could give way and we could be dropped into the lake and lose ev-
erything.

That is the greatest concern, but today we are not seeing any ob-
vious harm to our networks or to our way of life, and that is what
has led us to ignore the problem or to minimize the problem.

I think it is a tribute to both this Administration and to the last
that we are finally beginning to look at the ways in which we can
address this problem more seriously, and I would also like to give
credit to Jim Lewis for the Center for Strategic and International

1The prepared statement of Mr. Baker appears in the Appendix on page 75.
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Studies report which I think very profoundly raised all of the
issues that have to be addressed if we are going to successfully de-
fend ourselves in cyberspace.

That raises, then, as Senator Lieberman and Senator Collins
both suggested, the question of how to organize ourselves to defend
cyberspace. And here, I would like to draw on my experience. I re-
alized as I was preparing for this hearing, that I have helped to
start two of the last three cabinet departments created in the Fed-
eral Government. And I have served on a commission that rec-
ommended extensive organizational changes in the Federal Govern-
ment.

If I had to do it over again, I am not sure I would do any of that.
That’s because there is a predictable pattern in the reorganization
of government. You start with a failure. You say, this is not work-
ing. We should create another organization to solve the problem.
And that organization, since you have just dreamed it up, does not
have any flaws at all. It will do everything you want done, and
much better than the obviously failed institution that you are look-
ing at today.

When comparing an existing institution, where we have real fail-
ures, to an imaginary institution that has no flaws, the imaginary
institution always looks better. Then, of course, once you actually
try to start the imaginary organization, the imaginary organization
discovers that it does not have a budget, it does not have staff, it
does not have an executive secretary, it does not have a human re-
lations department to begin hiring people. And pretty soon, that
new institution is deep into a cycle of failure of its own, which then
leads people to say, well, that is a failure. We should reorganize.
Maybe we should have this new imaginary organization to do the
job of the last imaginary organization.

I say that because I fear that the one recommendation of the
CSIS report that I disagree with most strongly is the one that says,
DHS is not doing everything it should. Consequently, we should
dream up a new organization, a national cyberspace office that will
perform all of the functions that DHS should be performing per-
fectly and is not performing perfectly.

That recourse to an imaginary organization, in my view, is pre-
cisely the problem with the CSIS report. We would be much better,
in my view, fixing DHS, which, of course, was given many of these
authorities when it was an imaginary organization and now is deep
into the second cycle, where people find that it is not doing the job
perfectly. We would be much better off building DHS’s capability,
something that has just begun, I think, seriously for the first time
in the last year or two.

DHS has now launched on the job of building a genuinely strong
cyber security office that can provide guidance across the govern-
ment, provide services and detailed capabilities to the President. If
they are given the opportunity to do that, they will succeed. If they
are kicked aside because they cannot perform and have not per-
formed every job that they have been given in the last 5 years, I
think that we will be making the mistake that we made with other
organizations where we have said, since we do not have a perfect
job being done by the existing agencies, let’s make up a new agen-
cy, and hand them the responsibility.
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I do not think we want to be in a position 2 years from now look-
ing at a new organization that has been created to carry out this
mission in the Executive Office of the President and say, “Well,
gee, they have just hired their staff. They have just begun to orga-
nize their budget. They have just determined who their executive
secretary should be. And, so for 2 years, we have been treading
water and there have been a lot of failures since then.” That is a
recipe for treading water and not for making improvements.

I think we would be better off if we took the capabilities that
DHS has and funded them, provided the resources and the staff
that DHS needs, and let DHS carry out its responsibilities under
guidance from a very strong National Security Council that can
provide the muscle in the interagency that is necessary to actually
achieve coordination across the government.

Very briefly, I will also talk about the question of regulation. I
think it is clear that some form of regulation is necessary in this
area. No private sector agency can be expected to fend off State ac-
tors who are bent on infiltrating its network. We do not expect
Bank of America to fight our wars for us, and if the bank finds
itself on the front lines of a war, we should be providing assistance
to them at the Federal level.

In fact, there is regulatory authority in many of these areas. The
Gramm-Leach-Bliley Act requires the financial regulators to have
substantial authorities over cyber security. The Federal Commu-
nications Commission (FCC) has provided, and certainly has sub-
stantial authority over, cyber security standards if they choose to
use all of their authority. The Federal Energy Regulatory Commis-
sion (FERC) has some authority. What is probably missing is some
coordination and what I would describe as nimbleness in respond-
ing to new threats. And that I think is something that DHS can
do if it is given clear authority and clear—not authority; they have
the authority. They need a mandate from the Administration, from
the President, and perhaps from this Committee.

Thank you very much.

Chairman LIEBERMAN. Thanks, Mr. Baker. That was very inter-
esting testimony, very helpful, and has a certain healthy degree of
skepticism that comes with having had considerable governmental
experience. It is a longer view, but it is one that is very valuable
to us.

Next, we are going to hear from the previously mentioned and
saluted James Lewis, Director and Senior Fellow, Technology and
Public Policy Program at the Center for Strategic and International
Studies, which did the report to which both Mr. Baker and I re-
ferred. Thanks for being here.

STATEMENT OF JAMES A. LEWIS,! DIRECTOR AND SENIOR
FELLOW, TECHNOLOGY AND PUBLIC POLICY PROGRAM,
CENTER FOR STRATEGIC AND INTERNATIONAL STUDIES

Mr. Lewis. Thanks very much. And I thank the Committee for
the opportunity to testify. And also, I applaud your efforts to try
and deal with the new security challenges we face. I am so glad
to be here.

1The prepared statement of Mr. Lewis appears in the Appendix on page 86.
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To summarize the state of cyber security, our networks are vul-
nerable, our opponents are inventive and energetic, and we are dis-
organized. Many people have worked hard in recent years, but the
United States is late and we are not doing enough.

As a Nation, we have been slow to realize how important cyber-
space has become for economic and national security, and, there-
fore, slow to give it the priority it requires. The United States is
being dragged down by weak cyber security, losing its edge in com-
merce, innovation, and defense. The problems we face, espionage,
crime, and risk to critical infrastructure, will never go away, but
they can be reduced by coordinated government action. Put bluntly,
we need a comprehensive strategy and somebody in charge of it.

To date, the United States has been unable to produce either
leadership or a strategy. The 1998 Presidential Directive 63 still
shapes policy, but it was overly fond of czars. The 2003 national
strategy to secure cyberspace was neutered by ideology and inter-
nal conflict. The 2008 Comprehensive National Cyber Security Ini-
tiative (CNCI) has some valuable elements, but it was not com-
prehensive. It was also hobbled by infighting, and it came far too
late.

So in 2008, CSIS, as you have heard, put out a report that rec-
ommended a comprehensive national approach. We called for the
creation of a strong White House cyber advisor with clear authori-
ties and a comprehensive national strategy that would use all the
tools of U.S. power, international engagement, military activity,
economic policy and regulation. Our report contained other impor-
tant recommendations that I am sure some of my fellow witnesses
will mention, including the need for increased education, mod-
ernization of outdated laws and other activities.

While policy must be led from the White House, agencies must
carry out implementation and operation activities. Operational re-
sponsibility for cyber security falls on three agencies: The National
Security Agency (NSA), the Federal Bureau of Investigation (FBI)
and DHS. The previous Administration assigned DHS the lead role
for cyber security, but this was beyond its competencies. DHS is
not the agency to lead intelligence, military, diplomatic, or law en-
forcement efforts. This does not mean that DHS does not have an
important role, and it is time for that agency to begin to perform
it.

DHS is responsible for protecting critical infrastructure and for
securing the civilian government networks. It is beginning to build
the capabilities needed to carry out these missions, but this will re-
quire sustained investment in facilities, technology, and DHS’s
cyber workforce.

To date, cyber security at DHS does not have the resources it
needs. DHS needs better technologies to secure civilian and govern-
ment networks. The CNCI had a program named Einstein. Ein-
stein is inadequate, whether it is Einstein 1, 2, or 3. Who knows?
Maybe 4 will work. The real question is whether there is a way for
DHS to work with NSA to secure all government networks. This
is, of course, a sensitive topic. NSA has the capabilities. DHS has
the responsibility. But there are compelling constitutional reasons
for restricting NSA’s role. However, it would be a serious error not
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to take advantage of NSA at a time when our government net-
works are under sustained and successful attack.

DHS might also want to reconsider some reorganization within
the National Cyber Security Division (NCSD). Perhaps a first step
would be to merge the U.S. Computer Emergency Readiness Team
(US—CERT) and the national communications systems and its com-
ponent into a single entity inside of NCSD.

DHS’s cyber functions are part of its National Protection and
Programs Directorate (NPPD). This directorate needs better plans
to merge physical infrastructure and cyber infrastructure protec-
tion. The National Infrastructure Protection Plan is more like a
dictionary than a plan. DHS needs short implementable plans on
how to protect critical infrastructure and assure the delivery of
critical services in the face of cyber attack.

As part of its critical infrastructure responsibilities, DHS is the
Federal interface with critical infrastructure owners and operators.
This is an important role, but the current partnerships are inad-
equate, and DHS might want to look at the Department of Defense
(DOD) Defense Industrial Base Initiative as a model for partner-
ship and information sharing.

DHS must be part of the larger regulatory effort to improve
cyber security. To date, the United States has relied on market
forces and voluntary action. But to quote the former chairman of
the Securities and Exchange Commission, “The last 6 months have
made it abundantly clear that voluntary regulation does not work.”
Much of the opposition to regulation involves the replay of warmed-
over dot-com ideology and a strong desire by the private sector to
escape liability. I am very sympathetic to that.

As with any complex issue, there is no black or white answer.
Too much regulation will damage the economy. Too little regulation
will damage the economy and also harm national security. We need
to find a middle course that balances commercial and national se-
curity interests. A new Federal approach to cyber security must
?licit action from the private sector that it will not otherwise per-

orm.

DHS does not have the regulatory authority for most critical in-
frastructure when it comes to cyberspace. One thing to consider is
whether to give DHS new and expansive authorities or whether to
use existing authorities with current regulatory agencies, like the
FCC, FERC, Nuclear Regulatory Commission (NRC), Federal De-
posit Insurance Corporation (FDIC), and there are many others.

The Administration has recently concluded a 60-day review of
cyber security policy. This was a spectacular effort. Most of us did
not think they would be able to finish on time. And while few pub-
lic details have been released, it appears that the White House will
play a greater role in organizing and leading cyber security policy.
There will be greater attention to international engagement and to
relations with the private sector, and there will be closer coordina-
tion among agencies.

My hope is that the 60-day review leads to a strong White House
cyber advisor with clear authority to set policy and guide budgets.
More fumbling among agencies will only lead to disaster. But with
so many different equities involved in cyber security, we face grid-
lock. There is a regrettable debate over how much authority the
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White House cyber advisor should have over policy and how strenu-
ously the United States should protect its cyber networks. There is
a trade off, some say, between security and innovation. I say this
debate is regrettable because our opponents are not waiting 60
days to attack us.

The United States is in a very unfortunate situation. We have
made better use of cyberspace than our competitors, and this has
provided real economic benefits. Our reliance on cyberspace holds
the potential for innovation and future growth. However, the com-
bination of greater reliance and inadequate attention to security
has left us more vulnerable than our opponents. If we cannot
change this, the power and influence of the United States will
shrink, and our prosperity and security will be damaged. Congress
and the Executive Branch have the opportunity to avert this dam-
age if we can act decisively.

I thank you for the opportunity to testify. I will be happy to take
your questions. Let me say, it was more fun to testify against Mr.
Baker when he was in the government because he was a little more
constrained, but I welcome the opportunity to take your questions.

Chairman LIEBERMAN. Thank you.

Well, we like Mr. Baker in both roles. He is more unpredictable
in this one. Both of you, though, have portrayed a crisis, which this
is. And the question is what we can do together about it. Thanks
for your testimony

Next, we are going to hear from Alan Paller, Director of Research
at the SANS Institute.

Thanks so very much for being here.

STATEMENT OF ALAN PALLER,! DIRECTOR OF RESEARCH,
SANS INSTITUTE

Mr. PALLER. Good morning, Senator Lieberman, Senator Collins,
Senator Carper, and Senator Landrieu. Your taking on this issue
is really impressive. It is a complex issue. The language is arcane.
It is just a pain.

It turns out that you in your opening statement talked about
what is really the central problem, which is that there is a gap be-
tween the attackers and our defenses. What is problematic is that
the gap is growing at an increasing rate. So all this discussion is
important, but we are falling behind at an increasing rate.

Let me give you just one simple example. There is a young man
named Tan Dailin, who is a graduate student at Sichuan Univer-
sity. In 2005, the People’s Liberation Army (PLA) noticed he was
hacking into a computer in Japan, so they picked him up and said,
wouldn’t you like to be a contestant in our annual competition for
who the best hackers are in Chengdu province? That is a southwest
province of China.

He entered the competition. His team actually won 10,000
Renminbi. They put him through a 30-day, 16 hour a day, work-
shop, where he learned to develop really high-end attacks and
tuned his skills. And then they put him in competition with teams
from all of the rest of the military sub-units in the Southwest

1The prepared statement of Mr. Paller appears in the Appendix on page 90.
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China, and his team won that. They won 20,000 Renminbi. He was
famous and important.

He set up a little company. No one is exactly sure where all the
money came from. But that company created the hacks that were
found inside—this was September 2005 when he won it. By Decem-
ber, he was found well inside DOD computers. The summer of 2006
was a particularly bad summer for the United States because there
were a lot of what are called zero-day attacks, which are attacks
that happened using vulnerabilities that the vendor has not
patched yet. So there is no defense. And his team was found to
have been the team that built six of those 30 or so zero-day
vulnerabilities.

What I am trying to say is that other nations are investing heav-
ily in creating massive new technologies, and our defenses are
childlike. What we have done under the Federal Information Secu-
rity Management Act (FISMA) regulations is just embarrassing.
And the result is much more than the public knows. You have not,
but the House has had testimony saying the Commerce Depart-
ment and the State Department have been deeply penetrated.
What has not been told is that every other major department has
been equally or more deeply penetrated, one so greatly that NSA
had to bring their blue teams in just to find all of the problems.

We do not tell the public that because it is embarrassing, but it
is just a symptom of what is happening. Eastern Europe has orga-
nized crime groups that recruit developers. But the way they re-
cruit them is with lies and money. And then when they find out
that they are working for organized crime, and they do not want
to, crime groups use terror. They threaten their families. They kill
their families if they do not want to work.

You talked about the $10 million that was obtained in 30 min-
utes. What was interesting about that case is the reason it stopped
was the ATMs ran out of money. That was the only reason—they
were just empty.

Chairman LIEBERMAN. Just take a moment and explain why the
30 minutes. Was that thought to be a period of vulnerability in the
systems?

Mr. PALLER. Well, I did not talk to them. The FBI thinks they
assumed they would not get caught doing it if it was short enough;
that the triggers would not happen. What was fascinating is you
might ask, how can they get that much money out?

The attackers actually had control of the computers inside the
bank and were raising the limits of how much each of the cards
could take out of the ATM as the ATMs were being emptied. You
normally have a $300 or $500 limit. Those limits just kept growing,
and it was because the attackers had control of the computers as
well as they had made all these white plastic cards. But that $10
million is one of thousands of attacks.

You heard about the multi-city power outage that the hackers
did. Why did they do that? Well, it is all extortion. If I have control
of your computers, and I say I am going to take the power out, and
you say, no, you will not, well, all I have to do is take the power
out for 2 days, and every other utility will pay. It is a massive
money-making scheme, and that money can be used to buy ex-
tremely advanced technologies. Our defenses, the way we have
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built them under the FISMA legislation are just—they are antago-
nistic to improve security. They are not just not improving security,
they are actually working against it.

But there is a wonderful story I want to share with you. It is
why I was happy to come today. It is one huge success. It is a Fed-
eral success. It shows not only can the Federal Government radi-
cally improve security, but that the effect can spill over into the de-
fense industrial base and into the critical infrastructure.

It started when NSA was briefing John Gilligan, who is the Chief
Information Officer (CIO) at the Air Force, and they told him they
could get into Air Force systems in 30 minutes. And he said to
them, you are not helping us. Tony Sager was the briefer from
NSA. John said to Tony, “You are just not helping us. You show
us how you break in. We fix everything. A few months later you
are going to come in and break in again.” This is the key state-
ment. “Can you get all your attackers together and tell us what the
critical things are we should have done that we should do to pro-
tect ourselves?”

You hear Melissa Hathaway talking about offense must inform
defense. The fundamental error under FISMA was that we asked
the people who did not know about offense to tell us how to do de-
fense. You cannot do that. You just cannot do that.

So Tony went back and got the attackers together, showed John
how to configure the systems, and they implemented those better
configurations on a half a million computers, but they had to—this
is from your opening statement, Senator Collins. You talked about
the key role that the private sector plays using procurement. That
is the one huge lever you have. There is nothing close to it. If you
want to change security, the lever you have is procurement.

So what John did is he went to Microsoft. Microsoft said, no, we
are not going to give you a different configuration than what we
give everybody else. One size fits all. You have to take the one we
give you. And he went to Steve Ballmer and talked him into giving
them a more secure configuration. They implemented across a half
a million machines. Here are the results.

One, it used to take 57 days on average to patch the machines.
That is a good number in the Federal Government, 57 days, way
too long. Now it is 72 hours and heading down toward 24. So they
were able to change the way they manage computers because they
have these good configurations. They saved $100 million in pro-
curement. They save more than $100 million every year because
they do not have to test the patches on every one of their different
configurations. And they save $30 million on energy costs because
the settings actually were energy-saving settings.

But most importantly, because all the experts said this would not
happen, the users were significantly happier. The help desk direc-
tor at the Air Force reported that their help desk calls were down
by 50 percent because the users actually were better off. So here
you have much better security, much lower costs, and happier
users. And Karen Evans, to her credit, actually took that initiative
and said to the rest of the government, let’s do that as a govern-
ment.

The challenge right now is that the attackers have gotten so far
ahead, that is only one piece of what has to be done. So John went
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back to Tony and said, what are the rest of the things that have
to be done, and he has created a new list of the critical things that
must be done to secure Federal systems.

The one most important thing in all of that lesson is, the Federal
Government has the big lever. And it is the $70 billion in informa-
tion technology (IT) procurement that you use each year. When we
talk about a public-private partnerships, those are endless meet-
ings. I am sure you have sat in on some of them. They go com-
pletely different, if you are about to spend a half a billion dollars,
which is what John Gilligan did.

The great partnership is: Let’s spend little pieces of that
money—I am not saying increase the money. These commercial or-
ganizations are more than willing to deliver more secure systems.
They actually like it, if you will tell them what secure is. That is
where NSA comes in. You cannot ask the National Institute of
Standards and Technology (NIST) to do it. They do not know what
the attacks are. You have to get it from NSA and US—-CERT.

But once you know what the defenses should be, you can use pro-
curement dollars to actually spend less money and have more se-
cure systems. And what I like most about that story is that it trick-
led down. Microsoft now sells that more secure configuration to the
defense industrial base, to the utilities. So you, using your procure-
ment power, actually changed the nature of software and hardware
so that it has been built more securely, there is nothing to stop the
venders from selling that more secure version to everyone.

So the idea of leadership to me is not whether it is a White
House or DHS leadership, it is whether you use the $70 billion a
year that you spend on information technology to make the Nation
safer. Thanks.

Chairman LIEBERMAN. Thanks very much, Mr. Paller. That was
really riveting testimony. And it is very important to tell these sto-
ries to help laypeople, if you will, get into this.

We will enter your statement, along with everybody else’s state-
ment, into the record. Also, please take a moment to tell us what
the SANS Institute is and, therefore, what credibility you bring to
this task.

Mr. PALLER. We are the main teachers. We have about 100,000
alumni in 60 countries. We train the FBI, the NSA, the British, the
Japanese, and the Indonesians. We teach the very advanced cyber
security courses, forensics, and intrusion detection. And we also
run the Internet Storm Center, which is an early warning system.

Chairman LIEBERMAN. That is great. Thank you.

Tom Kellermann is the Vice President of Security Awareness, a
pretty good title, for Core Security Technologies. He brings another
unique perspective to assist the Committee as we undertake this
responsibility. So we thank you for being here and welcome your
testimony now.
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STATEMENT OF TOM KELLERMANN,! VICE PRESIDENT OF
SECURITY AWARENESS, CORE SECURITY TECHNOLOGIES

Mr. KELLERMANN. Thank you, Senator. I greatly appreciate the
opportunity to debrief this Committee on serious economic and na-
tional security risks that we are facing today from a cyber perspec-
tive. Much of my experience comes from my days at the World
Bank Treasury on the security team there. And I will caveat that
with the need for all of us to appreciate the Art of War by Sun Tzu.
We need to really appreciate how offense informs defense, but not
only that, how we can better layer security and implement policies
and programs to create defense in depth across not just the Federal
Government but critical infrastructures.

The horrible events of September 11, 2001, should have taught
us a fundamental lesson, which was that non-state actors will use
technology against our critical infrastructures. More importantly, it
is obvious since September 11, 2001, that terrorists’ financing has
been directly related to the proceeds of cyber crime, and the mod-
ern day silk road directly relates to those bank accounts that were
pilfered in that case that Melissa Hathaway spoke of at RSA Secu-
rity.

The DHS has done a successful job, I think, regarding increasing
the Federal standing per cyber attacks, however, there are some
challenges that do detract from these efforts. First of all, the lack
of management continuity. Many of DHS’s senior cyber security
leadership positions are political appointments by nature, and they
result in frequent turnover of management personnel and changes
in priorities and focus of an organization’s mission. There is an in-
sufficient support structure within DHS to provide fundamental
functions to support cyber security needs, particularly the needs of
what I consider the four most functional aspects of the National
Cyber Security Division, which are the Electronic Crimes Task
Force, the Secret Service, the US—-CERT, and the Federal Network
Security Branch.

Specifically, as I relate to this, the Federal Network Security
Branch is no longer the lead when it comes to establishing the
standards of cyber security and computing across civilian agencies,
and many times it has to defer to the Office of Management and
Budget (OMB). So that leadership position should be increased. I
think that they should have the capacity to conduct red-teaming
exercises against civilian agencies to determine where these
vulnerabilities are, to determine where the priorities should be for
IT spending.

This is a common problem across the Federal Government, where
you have CIOs and Chief Technology Officers (CTOs) leading the
way vis-a-vis what should be spent on IT and IT security. And
CIOs’ mind-sets are much about productivity, efficiency, access to
services, and culturally differ from the defensive perspective of
Chief Information Security Officer (CISO) community. And I think
that it is important from a governance perspective that the per-
spective be raised to the top, particularly vis-a-vis the allocation of
budgets and the expenditures of funds necessary to secure systems.

1The prepared statement of Mr. Kellermann appears in the Appendix on page 100.
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To this point, as evidenced by specific campaigns carried out
against Federal agencies in recent years and further illustrated by
recent trends emerging in the larger cyber crime landscape, a true
lack of situational awareness and an inability to predict the specific
methods being utilized by electronic assailants is pervasive
throughout the Federal Government, particularly as it relates to
the recognition that the enemy no longer wants to disrupt service;
the enemy wants to remain persistent and clandestine. The enemy
in fact wants to launch a cyber insurgency or a cyber infiltration
against your systems. And in the end, if they are given command
and control, they want to remain on mission but also be able to
control the integrity of your data to manipulate you in any which
way they should feel necessary.

To address this dire reality, which has been highlighted most re-
cently by the publicly incidence of energy hacking across the grid,
not only in the U.S but overseas, and the Heartland payment sys-
tems breach, which was one of the most massive financial breaches
in the past 50 years—to that note, over 200 banks were impacted
by the Heartland breach, not just the cards themselves, but those
bank systems that were connected to those systems—we need to
represent the reality here that cyberspace is an aquatic environ-
ment. And if you can attack one segment of the water, you can in-
fect the entire environment.

It is important that because of this reality, the Federal Informa-
tion Security Management Act compels agencies to undergo more
frequent, internal assessments to gauge their risk to cyber attacks,
and not just check-the-box exercises for compliance, but really
using the dynamic guidance given that is being sponsored by Tony
Sager and John Gilligan, vis-a-vis the Common Audit Guidelines
(CAG). And, specifically, agencies should be required to conduct
regularly extensive security audits of their IT systems using the
red team mentality and best practice identified by folks like Tony
Sager, John Gilligan, and the CAG.

In addition, I would ask this Committee to consider the creation
of systems of accountability, including penalties for those organiza-
tions and civilian agencies who are not properly addressing those
critical vulnerabilities, and tailoring their IT budgets to addressing
those critical vulnerabilities. There is too much plausible deni-
ability in the system right now, and people do not actually undergo
this type of red teaming or penetration testing because they want
to maintain plausible deniability to insulate themselves from not
only the clean up but also the criminal negligence that would come
had they not addressed or remediated the problems that were
found.

In addition, we must use these benchmarks to extrapolate this
phenomenon to third-party outsourcing. The infamous breach of
DHS 3 years ago was based on a lack of a standard of care in due
diligence enforced by a third-party managed service provider. The
previously noted Verizon Data Breach report noted that 39 percent
of breaches were directly related to strategic partners. This was not
cases of strategic partners attacking systems, but those systems of
the strategic partners being compromised and used as island hops
to transit and attack those primary systems.
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It is imperative that we grapple with this systemic risk imposed
by the outsourcing and offshoring of not only American jobs but the
digital ecosystem on which we are heavily dependent. In order to
promote and create a secure U.S. cyber ecosystem, this Committee
should consider mandating that all entities who provide managed
information security services, of any sort to the U.S. Government,
or providers of such services to critical infrastructures as defined
by the National Infrastructure Protection Plan (NIPP), at the very
least enter into information security service level agreements,
which go beyond the service level agreements today, which are es-
sentially contracts that have mediocre terms of liability and re-
course and are far too much focused on resiliency and up time of
the data versus the integrity and confidentiality of said data.

The agreements must require that these service providers, at a
minimum, have the same standards of legal and layered security
as defined by NIST-800-53, but also move forward and allow that
entity, the primary consumer of those services, to conduct audits
based on things like the CAG of those systems, and mandate reme-
diation timetables of those systems.

We must use Federal acquisitions policy to require that these
service providers comply with all these individual requirements.
Those organizations who already are compliant with FISMA, who
are being proactive, should inherently receive tax credits or some
sort of benefit from the system for being good Samaritans in the
cyber landscape.

In summary, while the national and worldwide cyber pandemic
is currently scaling in an exponential manner, I would submit that
the significant gains can be realized through the Federal Govern-
ment today by the political obligation of more aggressive attention
to these issues. In this dark hour, we need strong bipartisan lead-
ership. The dramatic increase in cyber attacks necessitates action.
The recent 60-day cyber review developed by Melissa Hathaway
represents a great starting point for real policy and strategic lead-
ership, but it cannot be operational without the good work of DHS
and this Committee.

It is paramount that this Committee understand that it too can
serve a fundamental role of change in defending our Nation’s crit-
ical infrastructures from this pervasive phenomenon, and I appre-
ciate your consideration of my statement and, of course, your public
service.

Chairman LIEBERMAN. Thanks so much, Mr. Kellermann.

That sets it right up for the question period. We will do 7-minute
rounds of questions.

Let me make a statement based on what you have said and what
I have learned here on this Committee, but also in the Armed Serv-
ices Committee. We have a lot of overlap between the two commit-
tees.

For a number of years, we have been warned in the Armed Serv-
ices Committee of the threat of asymmetrical warfare, which is to
say the United States has become so strong in what might be
called conventional warfare that it would be natural for somebody
wanting to do us ill to not try to compete with us on that level, but
to look for the weakness, the vulnerability, and to attack us in that
sense, asymmetrically.
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The second reality that we are dealing with, of course, is that
after September 11, 2001, we are involved with Islamist terrorists
in a global conflict, in which some of the old, traditional rules of
warfare are gone, which is to say, this is not planes against planes,
ships against ships, armies against armies in conventional battle-
fields. People strike it as from the dark and have no hesitancy to
strike civilian populations, as we saw here, painfully, on September
11, 2001.

So you put both those together, the warnings that we got about
asymmetrical warfare and the new rules of the conflict we are in,
particularly in which civilian targets are open targets, cyber at-
tacks just jumps right out at you, doesn’t it, as a major threat to
the security of the United States; and makes relevant not just the
defense that the Department of Defense must provide to defend
cyber systems, but all of the privately controlled cyber systems in
our country that really are in control of our financial system, our
power generating system. You could go on and on; our healthcare
system could be incapacitated.

So I want to invite a reaction. To me, this is a real crisis, but
I invite you, if you think I am overstating it, to say that. But here
is my concern. If I were an enemy, either a state enemy or a non-
state enemy, like a terrorist group wanting to do us harm, it seems
to me one of the first most attractive ways to attack us would be
a cyber attack, both because of the difficulty of finding me, the
enemy, but also of the tremendous damage I could do at this point
in the status of our cyber defenses.

Is this true, Mr. Paller?

Mr. PALLER. I think you are absolutely right, but I do not think
the time is yet, meaning I think right now it is easier to bring a
bomb across the border and blow somebody up. And if you are
going to do terror right now, that simply works.

As we strengthen the borders, as we make it harder and harder
to do kinetic attacks, this kind of cyber attack will become the at-
tack of choice. And the reason that it is such a challenge, that you
have to act right now, is that asymmetric warfare means pre-estab-
lish and control. So when the Chinese or another Nation gets into
a Senate committee computer, they do not get in to steal the data,
they get in to steal the data and to leave something so that they
can change information at critical moments.

Chairman LIEBERMAN. Correct.

Mr. PALLER. So it is now that we have to fix cyber security in
government and the commercial sector because the war will come
later that will be fought in cyberspace. But I do not think we are
sitting here waiting for a new attack against the power plants of
America in the next 6 months.

Chairman LIEBERMAN. OK. You in your testimony, Mr.
Kellermann, made some references as to how these both come to-
gether. Organized criminal groups see an opportunity to hold up
private entities for money by threatening cyber attack or actually
carrying them out. You raised the question of whether that clearing
of the $10 million from the ATMs, some of that money may have
ended up or may have started with organized crime, maybe not,
and terrorism usage. But in your written testimony, you used the
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example of the Bali bombings in 2002 as an example of a terrorist
attack that was funded by cyber crime.

Just take a quick moment and tell us about that.

Mr. KELLERMANN. What is interesting about the Bali bomber,
Imam Samudra, was that he not only financed the attack through
credit card fraud and precipitated through cyber crime, but he
wrote a manifesto of sorts while in an Indonesian prison, stressing
that Jihad could best be waged by using the money of the infidels
to finance the physical acts of terror against the infidels. And you
will see actually a spike—and I am sure Mr. Paller can speak to
this with Internet Storm Center. You have seen a spike since in
the number of hacker attacks emanating out of Indonesia. There is
a realization of sorts that this Robin Hood mentality, that the lack
of resources that these communities traditionally have, can be ac-
quired through cyber means because the financial sector is so po-
rous and too over-reliant on perimeter defenses.

But more importantly, vis-a-vis the different types of non-state
actors, you have a dark ages mentality now in the underground,
where you literally have communities that are assisting other com-
munities without ever meeting them, in a very ephemeral sense,
and acquiring the weapons grade technologies to attack systems,
whether or not they have computer skill sets, as well as the sale
of systems that have already been compromised is widespread, as
well as financial details in bank accounts and credit card numbers
can be sold for $40 a pop in this system, to any actor, so long as
they are not considered a ripper, which is someone who is
untrustworthy, that they do not follow through with deals.

Chairman LIEBERMAN. I have very little time left, but I want to
just draw out, Mr. Baker and Mr. Lewis, on the debate you have
about how we should best organize to respond to this.

Am I right that both of you agree that the Department of Home-
land Security should have primary responsibility for non-defense
Federal Government computers and for the interaction between the
Federal Government and the private sector in regard to cyber de-
fenses? Is that right?

I want to say for the record that both are nodding affirmatively.

So let me understand. Mr. Lewis, you have been very clear. You
think there ought to be an office in the White House to coordinate
everybody involved, DHS, NSA, DOD, and others.

But, Mr. Baker, let me understand what you are suggesting. Do
you think the Department of Homeland Security should play the
overall governmental coordination role or that there is not really a
need for one?

Mr. BAKER. Let me address that. There is a need for more coordi-
nation; there is no doubt about it. It would be my suggestion that
what is needed is not just a coordinator. This is something that the
National Security Council does all the time. They coordinate and
resolve disputes between agencies, and they can lead agencies.

What they will need is support in actually identifying the precise
steps that ought to be taken on an urgent basis, if necessary, the
kind of day-to-day research into the problem and the response to
the problem, the development of standards and regulatory ap-
proaches and procurement standards that we have been talking
about here. Everyone recognizes there needs to be greater detail in
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the Administration of the actual cyber security enterprise, and the
question is, should that be done at DHS or by some new agency
that will be created in the Executive Office of the President. I
would suggest that it ought to be done at DHS.

Chairman LIEBERMAN. You would prefer DHS. And insofar as the
overall coordination, you would have that be done by someone
working at the NSC or the HSC.

Mr. BAKER. There is no doubt there needs to be very strong pres-
idential leadership, probably through the NSC on this. It is really
a question of how you staff that leadership.

Chairman LIEBERMAN. Right. Thank you. Senator Collins.

Senator COLLINS. Thank you, Mr. Chairman.

Mr. Baker, let me resume where the Chairman left off.

When Senator Lieberman and I sat down to implement the rec-
ommendations of the 9/11 Commission back in 2006, we quickly re-
alized that one of the Commission’s recommendations having to do
with the placement of the National Counterterrorism Center
(NCTC), within the Executive Office of the President was not a
good idea. And our concern is that it would have placed the NCTC
largely beyond the reach of congressional oversight, and it also
would have limited the personnel and budget that the center could
have. And it also had implications for privacy concerns as well.

When I hear this debate today, it is very reminiscent of the de-
bate over the placement of the NCTC. One of the issues that we
want to avoid i1s stovepiping again, of having agencies that are not
coordinated, that are also beyond the reach of congressional over-
sight.

I know that you followed that debate very closely. Do you see any
lessons for us as we decide where the appropriate entity is to do
this coordination in the decisions that were made back in 2006
with regard to the placement of the National Counterterrorism
Center?

Mr. BAKER. I do, actually. And I did follow NCTC’s implementa-
tion closely, both because of the Commission on the Prevention of
Weapons of Mass Destruction Proliferation and Terrorism and be-
cause I knew the first two heads of the NCTC and worked with
them closely at DHS.

I think that the NCTC is a success, and a success in part because
it is not in the Executive Office of the President. It is not buffeted
by whatever is on the President’s plate that day. It can actually
build institutions, take the long view, and approach problems with
a bit more discipline than you can afford when you are trying to
follow the ball in the Executive Office of the President.

It also has been able to develop a privacy agenda that I think
has worked. The responsibility to report to Congress has worked
out well for NCTC and I think for the insight of the Nation into
its activities. And I would envision a similar role for DHS. That is
to say, when I was at DHS, I saw NCTC in some respects as an
extension of the NSC. They worked for the NSC. They were par-
ticularly responsive to the President’s priorities, but because they
were outside of the immediate battle rhythm, they could do it on
a more disciplined, long-term planning basis. And that is some-
thing that I think DHS can do if the President and NSC choose to
use them in that way.
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Senator COLLINS. Thank you.

Mr. Lewis, I want to ask you a more fundamental question that
came up in a discussion that the Chairman and I had last week
on this issue.

If a hostile nation were to shoot missiles at our country’s power
plants and, thus, disabled our electrical grid, we would imme-
diately recognize that as an act of war. And the United States
would marshal all of its resources to counter that action. Yet, if a
hostile nation used computers to achieve exactly the same result,
a complete disruption of our electrical grid, it is not at all clear
that our government would view that as an act of war, assuming
we could identify who was behind the attack, which is a whole
other issue and challenge in and of itself.

It is my understanding that the CSIS report has some specific
recommendations to the President on identifying cyberspace as a
vital asset, and sending a message to those who would attack us,
using computers rather than missiles, that we would consider that
to be an act of war.

Could you talk about that issue for us?

Mr. LEwIS. Sure, I would be happy to. And let me say that we
approached this as a national security problem, and we thought
cyber security should be treated the way we treat other national
security problems, which is that many agencies have a role. No
agency has the lead. And so, when you look at our foreign policy
or our national security policy, it is Defense, State, and the intel-
ligence community. And all of them are coordinated by the NSC.
And we thought the same sort of approach is the only way you can
fix cyber security.

So, for me, when I listen to Mr. Baker, NCTC is not a good
model. Its mission is too narrow. DHS does not have the capabili-
ties. We do not want DHS making the decision when something is
an act of war or when it is not. That is properly given to the Presi-
dent. And that is the real issue, when is it an act of war?

This gets back to some of your earlier statements. The Chinese
have missiles. They are pointed at our power plants or at Los An-
geles, but they are not going to launch them. They are not going
to launch them until they need to. The Chinese right now have an
intelligence advantage that exploit all of our networks, including
yours. And they probably have left something behind that when
there is a crisis, they can launch, just like they can launch their
missiles. So this is not something that we should be surprised at.
People have always been targeting electrical systems. It is just now
they have a new weapon to attack it.

Two issues, though. How do you determine who the attacker is?
My guess right now is we only know perhaps in a quarter of the
cases at best who is actually launching the attack. The other issue
is when you decide to respond and how you respond.

A response does not necessarily have to be keyboard versus key-
board, and we usually think of it that way. There is some geek over
in China and there is some geek over in the United States. We
have to get away from that. We have to say, from the White House,
cyberspace is a vital national asset and we will use all means to
protect it. A simple statement like that would be very helpful in
putting our enemies on notice.
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We then have to follow it up with some actions. Again, for me
that points to who should the lead role be. If you are going to expel
an attache from an embassy because of a cyber incident, this is
what you would normally do in espionage, it is not a decision that
would be made by any one agency. It would be made by a couple
of agencies working through the White House. So we have to start
treating this like a grown-up national security problem and getting
the real national security system involved.

Senator COLLINS. Thank you.

Chairman LIEBERMAN. Thanks very much, Senator Collins. Sen-
ator Landrieu, welcome.

OPENING STATEMENT OF SENATOR LANDRIEU

Senator LANDRIEU. Thank you. And I appreciate the leadership
of this Committee in an area that I feel very strongly about as well.
And our State has made some initial steps working with the Air
Force, in particular, to establish some benchmarks on this effort,
which is why I am here today and want to continue to be involved.

Before I ask my questions, Mr. Paller, let me ask what happened
to the $10 million? Did they actually get it? Do we know where it
is, and was it returned?

Mr. PALLER. The $10 million is in the hands of the organized
crime group.

Senator LANDRIEU. And that is——

Mr. PALLER. It is gone.

Senator LANDRIEU. It is gone.

Mr. PALLER. And there are several more similar things hap-
pening as we speak, like that.

Senator LANDRIEU. I know the primary debate, and it is an im-
portant debate, is how this is coordinated between agencies and
who might take the lead role, but you have been very clear that
there will be many agencies involved.

Looking at the sectors that warrant the most protection, from the
financial sector to the utilities sector, other sectors, and given, I
think, Mr. Kellermann’s comments about terrorists using our own
financial sector and access to it to actually fund their operations,
how would each of you rank those sectors in terms of importance,
since we are behind?

If we had to rank in order of efforts to protect, what order of sec-
tors do you think is most important?

Mr. Kellermann, why don’t you go first?

Mr. KELLERMANN. I would say financial sector is actually most
important because, right now, for the last 10 years, organized
crime and non-state actor community in general has been feasting
on financial fraud, whether it is personally identifying information
or funds transfer out of systems, which is why there has been an
80 percent increase in wire transfer fraud this past year.

Senator LANDRIEU. And what would the second area or third
area be?

Mr. KELLERMANN. I would think there needs to be much more at-
tention, actually, being paid to the healthcare sector, considering
that we are trying to digitize health records, which can all be used
to establish lines of credit in the same fashion that financial data
could, in order to have revenue streams, per se, coming from the
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developed world into the developing world. The energy sector is ob-
viously very important, the Smart Grid. It is going to create a huge
systemic and operational risk that needs to be dealt with, and secu-
rity must not be retrofitted on that.

But realistically, the non-state actor community is using finan-
cial information and health information to establish lines of credit
to finance physical acts of violence against U.S. interest. But more
than likely, the state actors who have already penetrated these sys-
tems, they are not going to actually turn off the systems or change
the integrity of the systems until there is actually an international
conflict with the United States. So we can wait a little bit vis-a-
vis those actors due to diplomacy and the need for the DOD to get
their act together when it comes to cyber security and cyberspace.

Senator LANDRIEU. Would any of you like to add something
about—go ahead, Mr. Paller.

Mr. PALLER. Two completely industrial sectors. I think the great-
est losses we could have, the place we have to act most quickly is
in the defense industrial base. When you hear about the military
losing things, it was not the military; it was the contractors. Those
firms advise government on how to secure our systems, and then,
like shoemakers’ children without shoes, they give up all of the
data. It needs a lot of attention, and DOD, as Mr. Lewis discussed,
is already trying to focus on that.

The second one for me is the power system. But I think the fact
that he has two and I have two different ones means that you will
find that the only way to fix those is through Federal procurement.
If you do not enable them to buy more secure systems baked in,
they are not going to be able to do it. You cannot fix the security
of a system after you have bought it. If the people sell you a broken
system, it is broken.

Mr. LEwIS. Just really quickly, we went through this in the com-
mission, and we identified four sectors. The reason we identified
them is we wanted to be able to take punches and keep moving,
right? And those were the energy system, particularly, the elec-
trical grid, telecommunications, finance, and government services,
particularly at the Federal level.

If those four can keep operating in the face of attack, we will be
able to continue to perform as a nation.

Senator LANDRIEU. Let me ask you, has the Pentagon identified
which branch of the Armed Services should take the lead on this
effort? Is it more natural to the Air Force or to the Army or to the
Navy? If anyone would take 30 or 45 seconds to briefly describe
your views on that.

Mr. LEwis. The services all have different capabilities. I hear
Navy is the best. Do not know that, but that is what I hear. DOD
has decided to set up a new joint command with all the services,
located at Fort Meade.

There is a question about where it will be. Right now, it is under
Strategic Command (STRATCOM) It might become an independent
one. But the decision appears to be no one service; create a joint
command, and that is probably the right decision.

Senator LANDRIEU. Is there any role for the National Guard that
any of you could foresee in this? And if you would like to describe
or have you thought about that at all?
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Mr. Paller.

Mr. PALLER. Definitely. The key is you need practitioner knowl-
edge. I train the National Guard guys who go over to Iraq each
summer. They are wonderful. They have a lot of experience there.
They have the skills. So the merger of that skill set of technology-
literate people with the military is one of the great assets we have.

Senator LANDRIEU. And it seems to me—and Mr. Chairman and
Senator Collins, I want to particularly stress the idea of the Na-
tional Guard taking a leadership role, and the idea that the kind
of people that we need, Mr. Chairman, to man this command would
be people that could be recruited from high levels of the private
sector that might not be engaged 20 or 25 years in the Armed Serv-
ices, but would be at very high levels that could be recruited to
come into the National Guard, specifically committed to this mis-
sion.

So I would urge this Committee to look carefully into the role
that they might play, being located in all the States, very close, of
course, to the governors and to the State government, and a good
nexus between the Federal and State government. That might be
an opportunity.

I have many other questions I will ask. I only have 14 seconds.
So in closing, in terms of education and training in either our col-
leges, universities, or other levels, could you maybe, Mr. Paller,
since you are involved with the SANS Institute, give a quick re-
sponse to what some of our education committees could be doing
in terms of investing in the workforce necessary to create the kind
of intellectual strength we need in the coming decade or two for
this in our country, given that so many international students are
here and then leave with these prerequisite degrees and go back
to other countries, some of which are not friendly?

Mr. PALLER. Big question. I will just give you one quick answer,
and I will give you more if you want it later. But the quick answer
is the most important thing you can do is change the way computer
science and computer programming is taught in America, because
programmers are not taught to write secure code. Every single one
of these attacks happens because of a programmer error, and we
are not teaching the kids who write software to write software se-
curely. The faculty does not want to do it. So if you want to fix
something, that is a wonderful one to fix.

Mr. LEwIS. Just quickly on that one, the President’s speech yes-
terday got it right when he said we have to re-focus on science,
technology, engineering, and math; that we have underinvested
since the end of the Cold War, and now we are behind. And so it
was great to hear yesterday. That will help create the environment
where Mr. Pallen sort of training can really flourish.

Mr. KELLERMANN. If I may, also I think that MBA students and
MBA programs are very short-sighted because they teach that tech-
nology increases efficiencies and accessibility services, and produc-
tivity. They do not teach the risk management side of imple-
menting widespread technology or the implications of systemic risk,
whether it is outsourcing or offshoring. It is just looked at as a win-
win and a panacea for fraud actually.

Chairman LIEBERMAN. Thanks, Senator Landrieu.

13:02 Dec 01,2010 Jkt 051019 PO 00000 Frm 00027 Fmt6633 Sfmt6633 P:\DOCS\51019.TXT SAFFAIRS PsN: PAT



ph44585 on D330-44585-7600 with DISTILLER

VerDate Nov 24 2008

24

Senator Carper is next on the list, but he is in the anteroom in
a meeting. So I am going to call on Senator Burris in a minute.

I want to express regret, apologies, to the four witnesses that I
have to go off to another meeting. I believe Senator Landrieu and
I are heading in the same direction. But we are going to leave you
in the able hands of Senator Collins and Senator Burris, who will
carry the hearing to the conclusion.

You have been an excellent panel of witnesses. The reward for
this behavior is that we will undoubtedly call you back. Senator
Collins and I both were briefed by Melissa Hathaway last Friday.
And her report is with the President, so we expect some public an-
nouncement of this soon. The President has built on the increases
that President Bush asked for some of the cyber defense initiatives,
in the fiscal year 2010 budget. And I expect that we are going to
want to take a very active role here, probably including a legisla-
tive role. So I thank you very much for a really helpful testimony.

With that, Acting Chairman Burris.

Senator BURRIS. Thank you.

Chairman LIEBERMAN. You have come a long way very quickly.

OPENING STATEMENT OF SENATOR BURRIS

Senator BURRIS [presiding]. Thank you, Mr. Chairman, and
Ranking Member Collins, and for an excellent testimony from our
distinguished panel.

One thing that is going through my mind, gentlemen, is a simple
question. Mostly, it seems like we are on the defensive in all of
this. We are doing all the planning to try to protect every aspect
of our data from the would be hackers or skilled intruders.

Are we in this country doing anything on the offense? I mean,
are we seeking to reach out to some of these would be entities and
also trying to hack into them to figure out what is going on on their
side?

Mr. Lewis, would you like to take a shot at that?

Mr. LEWIS. Sure. Let me start, and my colleagues can join in.

We have offensive capabilities. They are among the best in the
world. The problem is what I would call asymmetric vulnerabilities.
We are a target-rich environment. So even though we are as good
as our opponents, they have more stuff to shoot at. So, yes, we
have offensive capabilities, but we are not in a position where that
really is enough to protect us right now.

Mr. BAKER. I would add to that. It is true. I once said that, in
contrast to my experience at NSA in the early 1990s and my cur-
rent experience in government, we have gone from a situation in
the early 1990s where the score in the game might be one to noth-
ing, sort of like a soccer game, today when it might be 187 to 149.
The offense has just taken over the field.

Worse from our point of view, we are playing the rest of the
world. We are on everybody’s top five list as intelligence targets
and they are all trying to get into our systems. And so for us to
play defense, we really have to play defense against everybody else
and that is a very demanding requirement.

Senator BURRIS. Now, you mean some of our friendly countries
also or where they are so-called friendly——
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Mr. BAKER. As Charles de Gaulle said, nations do not have
friends; nations have interests.

Senator BURRIS. Well, the permanent interest arrangement, yes.

Mr. LEwis. We have some good relations with some treaty allies,
and then there is the rest of the world. That is a good way to think
of it.

Senator BURRIS. And we have to try to protect our system from
all of those entities that are trying to get in because we are the
biggest person on the block, I assume.

Mr. LEwis. We are the richest and the easiest.

Senator BURRIS. Which leads to the other question.

But to what extent are their turf problems that are being re-
solved in the various entities in these various systems that we are
having? And I assume that you, Mr. Lewis, is saying that this
should really be controlled by the White House and not by DHS.

Is turf a problem here in our security interests?

Mr. LEwiS. There are some really big elephants in the room. You
have the Justice Department. You have the Department of De-
fense. You have the State Department. You have the intelligence
community. These are hard agencies to control, and it is very dif-
ficult to get them all moving in the same direction unless you have
somebody like the National Security Council kicking on them. And
those of us who have been in the government know that you do not
just tell the Attorney General or the Secretary of Defense and he
does it. Someone has to have a reporting relationship, and the only
place that exists is the President.

So, yes, there are huge turf battles. Those are not necessarily
bad. It would be better if we had fewer turf battles, but the only
way we will get there is by establishing clear White House leader-
ship.

Senator BURRIS. I am pretty sure we do not put all our eggs in
one basket, in terms of that would be a security problem if that
were to happen.

Mr. LEwis. That is right.

Senator BURRIS. But there is a concern of coordinating all of this
various defensive mechanism, which seems to be a major problem
for us to do.

Mr. LEwis. I think the place where we have had a little confusion
is the distinction between direction and an operational role. Nobody
wants an operational White House, meaning in a battle, the gen-
eral does not drive the tank, but the tank driver does not set the
policies. We need somebody in charge, but the people who actually
implement the policies, who carry them out, who have the day-to-
day missions, that should clearly be at the agencies, particularly
DHS, which has a very major set of roles here. But none of the in-
dividual agencies are going to be able to coordinate all the other
players on the team, and we have to think of this as a team effort.

Senator BURRIS. Are you saying, Mr. Lewis, that DHS is prob-
ably the one that could look at setting the possibly policy rules for
the other agencies, and there would be some type of oversight on
those policy rules?

Mr. LEwis. Not as it is currently configured. And Mr. Baker
might disagree with me. But if you are looking for strategic think-
ing, if you are looking for international engagement, if you are
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looking for intelligence activities, all of those are in other agencies
outside of DHS. In fact, the most active agency has been the De-
partment of Defense. They have the National Defense University.
It has done a great deal of work on defining things like when is
it an act of war, what is deterrence in cyberspace. The intellectual
capital is not located in any one agency, and that is why we need
to coordinate.

Mr. BAKER. I do not disagree with much of that. NSA, in par-
ticular, is a source of enormous expertise and anyone who wants
to make policy in this area is going to have to rely very heavily on
them. Because they are the attackers, they know what works and
they can, therefore, inform the defenders. And there is no doubt
there has to be leadership from the White House and someone
within the White House who is clearly responsible and able to
make decisions and to drive consensus on the part of the depart-
ments.

Where I think we may diverge is, I believe that DHS really
should be staffing that person with respect to civilian agency and
private sector coordination. I recognize that DHS has had growing
pains for sure, and a lot of people would like to give up on it, but
there is no other logical place to do this. In the last year, DHS has
made real strides. They have great leadership now. And I think
they are in a position to do much more than they have done over
the last 3 or 4 years.

Senator BURRIS. My time has run out on this round. But one
question I hope that each one of you can respond to very quickly,
what can we in Congress do in reference to this?

Mr. Kellermann, you want to give it a

Mr. KELLERMANN. I think it is very important that we empower
DHS to conduct red-teaming exercises across civilian agencies and
critical infrastructures so they can identify what is most vulner-
able; to allocate IT resources to fix these problems, so we at least
have a benchmark of where we are and where we need to go be-
yond the compliance exercises that currently exist today. As well,
I think through acquisitions policy, we need to mandate and re-
quire that those who provide managed services that create the sys-
temic risks, the aquatic risks in the system, should be contractually
bound to a standard of care, which has not been established yet.

Senator BURRIS. Mr. Paller.

Mr. PALLER. The key lever you have is forcing the agencies to
spend their money to buy security baked in. If you keep telling
them to do security after they have bought technology that is bro-
ken, they are just not going to be able to do it. So you are a great
weapon, and this is the one committee that can both set what
needs to be done because you have wonderful people at DHS now
working with NSA.

Senator BURRIS. Are you saying put the authority in DHS to deal
with the other agencies?

Mr. PALLER. Yes. The authority that was missing in DHS is what
everybody calls the red button. At DOD, when Defense Information
Systems Agency (DISA) says you are doing a bad job of security,
if the other group says tough, DISA can pull the plug.

Mr. PALLER. So if you want DHS to have the authority you are
talking about, you have to be able to pull the plug on their com-
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puters. And that is something that Congress has not yet been will-
ing to do.

Senator BURRIS. Mr. Lewis, any thought on that as well?

Mr. LEwis. Sure. The three things that I think that only Con-
gress can do, it can set priorities, it can modernize authorities, and
it can provide the resources.

Let me talk just for a second on the first authority.

If some of us were in a classified briefing from DOD and they
said, we are having an attack—this gets to your missile point—how
do we respond? Is it Title 10, a military activity? Is it Title 50, an
intelligence community activity? Or is it Title 3 or some other law
enforcement activity?

Right now, it is not clear. There is a whole set of problems as
to how you could make it clear. But when you look at the authori-
ties for response or for defense, they were mainly written in the
1980s, and they are out of date.

Mr. BAKER. I agree with everything that has been said up to now
and I would offer this perspective as well. No one is going to come
to you and say “I have a turf fight; I would like you to take my
side.” Instead, every time changes in policy are made, someone’s ox
is going to be gored. And you are going to have business groups
come to you, contractors who say “I lost the contract because I had
too many breaches, but that was not fair”; or “My product was
deemed insufficiently secure, so I did not get the contract and that
is not fair”; or “they are regulating me too hard.”

All of those things are complaints that you will hear, and I ask
that you take them with a grain of salt and ask, how are we going
to solve the problem if we listen to all those complaints?

Senator BURRIS. Again, I am way over my time. Senator Carper.

OPENING STATEMENT OF SENATOR CARPER

Senator CARPER. Thank you.

Welcome. Thank you each for joining us today. And thank you
for your testimony today and your responses to our questions. Also
thank you for helping to guide me, my staff, and others here in this
Committee and the Subcommittee as we attempt to develop legisla-
tion that we hope is going to be helpful in addressing the concerns
you all have been raising.

My staff tells me that each of you has had a chance to take a
look at the bill that we will be introducing later today. As you may
recall, it revamps the way that the Federal Government handles
cyber security. We do so by creating a new office for cyberspace. We
focus on actual security instead of paper compliance and strength-
en security officers within agencies.

You just, in an indirect way, provided some answers to a ques-
tion I have. What Senator Burris had just mentioned are some
things we can do in the Congress to respond to these concerns. So
some ideas of what we can do are embodied in the draft legislation
that we expect to introduce later today.

Could we just go down the row, and start with Mr. Kellermann,
and just share with us what do you think is good about the bill
that we have prepared for introduction and what is not so good?
And are there some areas in the legislation that need to be added?
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Is there something that is missing that of which we should be
mindful?

Mr. KELLERMANN. As you stated earlier, I think that elevation of
the office is critical. Moving away from paper-based compliance ex-
ercises to more dynamic benchmarking is fundamental. And in-
creasing accountability is also highly important and paramount to
the success of this.

I would like to see, actually, an expansion of it to bring to bear
the four critical infrastructures that we have identified in the com-
mission report because of the systemic nature of this risk, because
all of these players, even private, can contribute through a lack of
layered security to the economic and national insecurity of the gov-
ernment of the United States and the American citizens.

Senator CARPER. Thank you. Mr. Paller, before you answer, let
me just say, in our business, as Senator Collins and Senator Burris
know, we are always reminded to be on message. And I just want
to say you were really on message. You were as good as anybody
I have seen and always brought us back to procurement.

Mr. PALLER. You have three elements of the bill that are wonder-
ful. I happen to be up on them because one of the press people
called me at 11 o’clock last night——

Senator CARPER. How convenient.

Mr. PALLER. How convenient; exactly.

But one is you have attack-based metrics in there, monitoring
the things that actually block real attacks. What people have been
doing in the name of FISMA is looking at everything in the world
that might possibly be interesting in security, and they have not
focused on the things that will actually block the known attacks.
You also have continuous monitoring.

Under FISMA, the government has been looking every 3 years.
How long do you think that look lasts after the guy leaves? So
there is a continuous monitoring of the critical ones. And the third
one you have is procurement, gently, but it is in there.

The challenge with the bill is that it also has a bunch of other
nice things that people who do not want to do those three things
will rely on. The bill is great. Whether OMB focuses on those three,
and whether you help OMB focus on those three, is a big issue, but
it is a wonderful bill.

Senator CARPER. Good. Thanks so much. And thanks for your
help in crafting it. Mr. Lewis.

Mr. LEWIS. You can tell who the guru is because I did not get
called by the press until this morning.

Senator CARPER. Well, they called me. I gave him Mr. Paller’s
number [Laughter.]

I asked him to wait to a little later in the evening. I said I think
he is out, so maybe around 11 or 12 o’clock.

Mr. LEwis. I think the bill is exactly right. It creates leadership.
It moves to better metrics. It gets away from the paper-based ap-
proach. We desperately need to fix FISMA, so I really hope this bill
goes through.

Senator CARPER. Thanks so much. Mr. Baker.

Mr. BAKER. I agree, FISMA is not working very well now, and
any steps along the lines of the legislation that can focus the effort
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to improve security on real threats rather than moving paper
would be useful.

Senator CARPER. Thank you.

Let me stick with this a little bit if we could. I recognize that
cyberspace is not an issue that is strictly the responsibility of the
private sector. It is not the responsibility of civilian agencies. It is
not the responsibility of just the Department of Defense or the in-
telligence community.

Given that acknowledgment, what office should be responsible
for ensuring that information is not only secure but free flowing
and ensuring our expectations for privacy and civil liberties?

Mr. BAKER. In my view, there are really two agencies at the
heart of this effort, the National Security Agency for the security
of Defense Department systems and for bringing to bear the sophis-
tication of attackers on the defensive effort, and the Department of
Homeland Security which has defensive responsibilities, both for ci-
vilian and private sector networks.

There are plenty of other agencies that have enormously impor-
tant roles to play, but we do not have enough experts to spread
them evenly among those agencies. We need to begin building a
cadre of real cyber security experts on the civilian side that can
match what NSA can bring to bear in the defense side. And I think
DHS is where that critical cadre of expertise should be.

Senator CARPER. All right. Thank you. Mr. Lewis.

Mr. LEwIS. This has to be a team effort, so I think there are
many agencies, as Mr. Baker said. I would have added FBI as the
third critical agency in your mix. But right now, as one of my col-
leagues says, it is like a kid’s soccer team, a bunch of 7 year olds,
here is the ball, they are all after it. The team needs a coach or
a captain, and that is where I would say that your bill gets it ex-
actly right.

Senator CARPER. All right. Thanks. Mr. Paller.

Mr. PALLER. I think Mr. Lewis said it fine.

Senator CARPER. All right. But you did not say it. No, I was just
kidding.

Everyone has said what needs to be said, except for me, so I am
going to say it again. But I appreciate your brevity.

Mr. Kellermann.

Mr. KELLERMANN. I would concur with those comments, but I
would stress one important fact that I think has been lost, and that
is the privacy debate. We cannot achieve privacy without cyber se-
curity. The privacy advocates for a long time now have stressed
that cyber security somehow impacts privacy. Physical security and
the use of technology does impact privacy. But, realistically, the
government does not have monopoly on Big Brother anymore, and
that is anyone who can hack. So I think it is important that the
population respects your efforts in trying to preserve their privacy
with these efforts to improve cyber security.

Senator CARPER. I am intrigued by other nations that are hack-
ing into our system. I understand the motivation for kids, they do
it for fun, the challenge. I can understand the motivation for crimi-
nal groups for the monetary gain. There is a lot of money at stake
here and they have the ability to do it without going into a bank
and robbing the bank, but still capture even more money. And I
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can understand the motivation of nations that are hostile to us,
like terrorist groups that would like to bring us to our knees. I can
see plenty of motivation there.

It is less obvious to me when I see a nation with whom we have
diplomatic relations, have had for some time, a nation with whom
we have a robust trade relationship, a nation that buys enormous
amounts of our Treasury securities. For that nation to be so anx-
ious to be able to infiltrate our systems and, potentially, to under-
mine our systems, talk to us about that motivation, if you would.

Mr. BAKER. I think there are two things that are worth saying
about this. First, we should not assume that all of the attacks on
our systems are on behalf of a nation-state. There is a kind of
shadowy world here that is closer to Sir Francis Drake than to an
official naval force. That is to say, people maybe protected by their
government, encouraged by their government, rewarded by their
government, but they are also free actors. And there is plenty of
that going on in this world—digital privateers, if you will.

But it is also true that many nations that we would consider
friendly want the best possible intelligence about what we plan to
do because it has a direct effect on their national security. And so
they consider it only prudent to try to extract as much information
from our networks as they can get. That does not mean they intend
to shut them down, but the difference between extracting informa-
tion and shutting down the network is just a question of what you
leave behind when you get out. So, we do see nations that we
would consider friends in our networks for precisely that reason.

Senator CARPER. All right. Mr. Lewis.

Mr. LEwis. We are moving to a more competitive international
environment. And that means, in the Cold War, it was us versus
them. Now it is a multi-player game. It is more like baseball where
you have many teams, and these teams want to get that intel-
ligence benefit.

For me, this is basically a spy story. Now, in particular, the Chi-
nese and the Russians, they have been spying on us for decades.
They found a new way. It is really cool. They are taking advantage
of it. Does that mean they are not also planning to use this as a
weapon in the event of a crisis? Well, of course, they are planning
that. But their primary activity, the primary risk to national secu-
rity now, lies in the espionage losses that we are suffering.

Senator CARPER. All right. Thank you. Mr. Paller.

Mr. PALLER. There is one more dimension of it, the economic di-
mension. They may be military friends, but they may be economic
competitors. The head of the British Security Service (MI5) sent a
letter to the presidents of the 300 largest companies in the United
Kingdom, saying, if you are doing business with China, China is
using exactly the same techniques to break into your computers,
and your lawyers’ computers, to take the data they need so they
can negotiate from a position where they know more than you do.

I know it is true in the United States because the managing
partner of one of the largest law firms was the first visitor in my
new house, telling me the FBI had been in to say every single doc-
ument of every one of the clients has been taken from the law
firm’s computers. So there is a massive economic dimension to this,
in addition to the military intelligence dimension.
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Senator CARPER. Thank you. Mr. Kellermann.

Mr. KELLERMANN. To that point, why even focus on research and
development anymore when you can steal competitors’ ideas and
have competitor advantage in the marketplace? And realistically,
why bother actually conducting espionage in the traditional sense,
as Mr. Lewis stated, when one can remotely access systems and
compromise systems?

Senator CARPER. All right. That is a lot to chew on, isn’t it, col-
lelelgues? It is a lot to chew on. Thank you so much for being here
today.

Senator BURRIS. Thank you, Senator. We are going to call on our
Ranking Member, Senator Collins, to see if she has any questions
or comments.

Senator Collins.

Senator COLLINS. Thank you, Senator. I do have a couple more
questions and one comment.

Mr. Paller, you and I agree that the Federal Government has po-
tentially enormous leverage to improve the security of IT purchases
just using its purchasing power. I found very compelling the story
that you told of a Federal official essentially begging the head of
Microsoft to provide a more secure configuration.

Do you have any specific recommendations for us on how we can
use the Federal purchasing power to require the incorporation of
better computer security in the software and hardware that we are
purchasing?

Mr. PALLER. There are two levels you can do it. One is the same
level the Air Force is doing, which is to persuade the vendors to
sell more secure versions of what they now sell. And the way you
do that is by setting up a partnership between the vendor and DHS
and NSA to agree on what that more secure configuration is.

Senator COLLINS. So to agree on standards?

Mr. PALLER. On standard configurations.

Senator COLLINS. Standard, yes.

Mr. PALLER. So that we can all buy a safer version. They will
push back, saying “One size does not fit all.” And the reality is,
Microsoft sells one size of Windows to 100 million people. Oracle
sells one size of its database to 100,000 people. They all sell one
size. So the line “one size does not fit all” is just a lie.

But the more important opportunity for immediate action is
every contract—so this is not just the contracts to buy the big stuff.
But every contract should have three clauses, and I actually put
them in my written testimony. I think Ms. Evans actually pushed
them when she was at OMB. One is you have to make your soft-
ware work on the secure configuration because if you sell me soft-
ware that does not work on a secure configuration of Windows, I
have to change Windows or not use your software.

Two is, you have to make sure that the 25 most critical program-
ming errors are not in your software. And I do not remember the
third one, but it is in the written statement.

Senator COLLINS. Thank you. Those are very helpful suggestions
and ones that we should adopt.

Mr. Kellermann, you have done a lot of work and research in this
area, so I want to bring up an issue we have not talked about
today. And that is trafficking in counterfeit information technology
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products. That is a global and growing problem. And, of course, it
is unfair, because it costs legitimate patent and copyright holders
millions of dollars of losses each year. But also, it is a security
issue because these inferior products are far more likely to contain
security vulnerabilities, either inadvertently because they are slop-
pily done, or by design.

Do we need some sort of concerted global crack down on counter-
feiting of IT products to help improve our security?

Mr. KELLERMANN. Yes, I believe we do. And I think the mes-
saging behind that should be focused on the security aspects of that
software. Even if it is pirated Microsoft operating system software,
it will not be able to receive updates. And so it will persistently
have vulnerabilities and holes in code. And be able to message that
through the corporations and/or governments that are purchasing
this type of software will be important for their understanding of
the operational risks that they are taking by taking the short cut
through the woods in this aspect.

Senator COLLINS. Thank you.

Mr. Lewis, I want to end my comments today by disagreeing
with you on the record in your description of the National Counter-
terrorism Center (NCTC). Along with Senator Lieberman, I am the
author of the law that created that center, so I know very well
what the NCTC’s responsibilities are. And as the law says, not only
does the NCTC serve as the primary organization within the U.S.
Government for analyzing and integrating all intelligence informa-
tion, with the exception of domestic terrorists, but also it is specifi-
cally assigned the role of conducting strategic operational planning
for counterterrorism activities with all the instruments of inter-
national power, including diplomatic, financial, military, intel-
ligence, homeland security, and law enforcement activities within
and among the various agencies.

Senator Lieberman and I were talking that we remember this de-
bate very well because it was extremely contentious to give NCTC
the lead role in strategic operational planning. And on this issue,
the NCTC reports directly to the President so that the agency has
the credibility needed to do the job.

Furthermore, I had my staff check this morning, after you re-
sponded that NCTC had a very narrow mission, to see whether in
the new Administration the NCTC is still acting as the lead for all
agencies on strategic operational planning. And, indeed, it is. In
fact, more so in this new Administration.

So I just wanted to correct that for the record.

Mr. LEWIS. Could I add one thing?

Senator COLLINS. You certainly can.

Mr. LEwis. You all have done great work, and now I want you
to do it for cyber security.

Senator COLLINS. As do we. But my point is an entirely different
point, which is looked at putting NCTC in the office of the Presi-
dent. That was the recommendation of the 9/11 Commission. And
it was one of the few areas—I can only think of three of the dozens
of recommendations—where we disagreed with the 9/11 Commis-
sion and made an informed and considered choice to put this center
in the Office of the Director of National Intelligence (ODNI).
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It was the right decision. It has been judged as success by vir-
tually everyone. And I think we have to be really careful about cre-
ating a new office, as Senator Carper had suggested, within the of-
fice of the President for fear that we are going to diminish our abil-
ity to exercise congressional oversight. We cannot call the czars or
the heads of offices within the Executive Office of the President be-
fore this Committee. We cannot. We have very little say over their
budget.

So I think we have to proceed carefully. That is not to say that
we are looking at DHS, as you implied, to make decisions on de-
claring war. Obviously, that is not the case. That, obviously, is
something that the President would do with congressional input, of
course. But I think we have to proceed carefully here to make sure
that we do not create a whole new round of turf battles, inadequate
congressional oversight, and unclear lines of authority.

So I think we need, definitely, to strengthen cyber security, and
the question before this Committee is how best to do that. And I
believe that DHS is the logical agency, given how much of cyber
security is in the private sector, to coordinate that role. That does
not mean diminishing the role of NSA or the Department of De-
fense. Those have vital roles, and the FBI, as well. But this is
something that I think is going to be the subject of a lot of debate.

So, Mr. Chairman, I thank you for allowing me to have some
final comments on this important issue. And congratulations on
being the acting Chairman.

Senator BURRIS. Thank you, Madam Ranking Member.

Just before we adjourn this hearing, I just want to throw out
something to this distinguished panel, because I am an old bank
examiner, I am an old auditor. And I wondered if we could not
come up with the old system of having two sets of books.

Remember that? I am just wondering if we could not have two
sets of computer systems. We will let them hack into one system
and get all the information they want.

Has that been processed or brought up?

Mr. LEwis. It is an interesting question, and it has come up sev-
eral times in the past. Physically, it is probably not possible.

Senator BURRIS. It is not possible. OK.

Mr. LEwis. No. But, virtually, meaning you could have two dif-
ferent systems running on the same infrastructure, people are look-
ing at that. It may not be possible, but it is certainly an idea that
is in discussion now.

Senator BURRIS. Well, at least I am on time.

Senator COLLINS. Thank you.

Senator BURRIS. Thank you, Madam Chairman.

We want to thank the panel. And as you heard Chairman
Lieberman say, I am pretty sure with your expertise, you will be
back.

So we will let the witnesses know that the record will be open
for 15 days in case witnesses or senators have additional questions
or statements.

Last, I would like to say, at this time, the hearing is adjourned.

[Whereupon, at 11:55 a.m., the Committee was adjourned.]
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CYBER ATTACKS: PROTECTING INDUSTRY
AGAINST GROWING THREATS

MONDAY, SEPTEMBER 14, 2009

U.S. SENATE,
COMMITTEE ON HOMELAND SECURITY AND
GOVERNMENTAL AFFAIRS,
Washington, DC.

The Committee met, pursuant to notice, at 10:04 a.m., in room
SD-342, Dirksen Senate Office Building, Hon. Joseph L
Lieberman, Chairman of the Committee, presiding.

Present: Senators Lieberman and Collins.

OPENING STATEMENT OF CHAIRMAN LIEBERMAN

Chairman LIEBERMAN. Good morning, and welcome to this hear-
ing, and thanks to our distinguished panel of witnesses and to all
who are here this morning.

There is an old familiar saying that, “No good deed goes
unpunished.” The modern technological corollary of that could be,
“No good invention goes unexploited for bad purposes.”

And so, as we will discuss this morning, it is in the world of
cyberspace, as enemies and criminals have used its increasingly
dominant role in our lives to attack our businesses and our Fed-
eral, State, and local governments—indeed, in some senses to
threaten the continuity of our society, at its worst.

It was only 40 years ago that the first two computers were con-
nected into what is now the Internet. Now nearly the entire world
is online. The Internet has led to a wonderful revolution in com-
merce, communications, entertainment, and finance that has added
greater efficiency, productivity, convenience, and even pleasure to
our lives and our enterprises.

But, again, it seems that no good invention goes unexploited for
bad purposes. And that successful computer experiment 40 years
ago that gave us this remarkably interconnected world has also
given us a global wave of cyber crime that threatens our national
security, our economic security, and in some direct senses the well-
being of individual companies and individual Americans.

In a hearing last April, this Committee examined in detail the
threats to national security brought on by terrorists, nation-states,
common hackers, and cyber criminals.

We learned a lot at that hearing, for instance, that computers
containing information on the joint strike fighter plane and on our
electrical grid have been compromised, possibly giving our enemies
information that could make our fighter planes more vulnerable
and, at worst, plunge large sections of our society into darkness.

(35)
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Today, we are going to focus on a new wave of cyber crime in
the private sector that is hitting businesses of all sizes across our
country and ask the question: What can be done by the public and
private sectors to make commercial cyberspace more secure, espe-
cially for organizations that cannot afford to have large information
technology (IT) staffs on the job 24/7? And this is where I am grate-
ful to the witnesses for being here.

We will hear first from two witnesses from the private sector
who will describe how real a problem cyber crime is and what the
private sector is doing and can do about it, and then two witnesses
from the Federal Government who will testify to what the public
sector is doing and what more it can do about this problem.

Just to validate the reality of it, in one particular example that
now is familiar to those who follow this issue, cyber criminals oper-
ating out of Eastern Europe stole millions of dollars from busi-
nesses and local governments by first sending a seemingly innoc-
uous e-mail to an unsuspecting company comptroller or treasurer.
The message contained either a virus or an Internet link that in-
stalls a tiny piece of computer code designed to steal passwords.

Then, using those passwords to gain entry to accounts, the crooks
patiently siphon off amounts of money, and they are clever enough,
often, to take them in amounts of less than $10,000, thus avoiding
triggering a bank report under Federal anti-money-laundering re-
quirements. Their methods are so sophisticated that the traffic
often seems to be coming from an authorized computer—which
could be a legitimate computer that has been commandeered by the
cyber criminal—so the bank or the other financial institution does
not really know that anything is amiss.

The money is then transferred to “money mules.” It is amazing
how that term “mules” turns up in a lot of our investigatory work
here, including people who carry drugs or weapons across the bor-
der in different directions between the U.S. and Mexico. But these
a money mules are people recruited to set up bank accounts the
stolen money can be transferred to and who then forward the
money to the cyber criminals. Some of these people may not even
be aware that they are taking part in a crime. They are often re-
cruited to become “local agents” handling cash transfers for what
they believe to be a legitimate company.

The cyber gangs find these people over Internet job boards by ad-
vertising the chance to “make money from home” or by contacting
people directly who have posted resumes on a legitimate job serv-
ice. Once the money shows up in the accounts the mules have set
up, they are given instructions on how to wire it to other accounts
which are controlled by the cyber criminals.

Using this basic approach, we know that cyber criminals have
stolen an awful lot of money, in cases we know $700,000 from a
school district near Pittsburgh; at least $100,000 from a bank ac-
count of an electronics testing firm in Baton Rouge, Louisiana; and
approximately $1.2 million from a Texas manufacturer. These, of
course, are only a few examples of what I think can now accurately
be described as a cyber crime wave.

In 2007, TJX Corporation—the parent company of T.J. Maxx and
Marshall’s—experienced a breach in its wireless networks during
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which up to 94 million credit and debit card numbers were put at
risk of being used illegally.

In 2008, the Heartland Payment Systems—whose CEO, Robert
Carr—is before us today—was targeted by hackers in an attack
that compromised at least 130 million credit card accounts.

These are just the large intrusions we know about. A lot of these
cyber attacks, from what I have learned, go undetected or unre-
ported because the victims are frightened to report them, either for
reasons of security or because they have been threatened, or, frank-
ly, because they do not want it known that it happened.

This is a real problem that we have to work together to stop.
Forty years ago, as I said at the outset of my statement, the Inter-
net was a tiny island of interconnected university computers that
was still just an interesting academic experiment.

Today the Internet is a vast global system—a kind of new stra-
tegic high ground that we call “cyberspace“—that we really must
work together to secure just as any military commander would
seize and attempt to secure the high ground of any battlefield on
which they were engaged.

But securing cyberspace is in some senses more complicated,
though not, at this moment at least, as physically dangerous to do
since the Internet is so, by definition, limitless, certainly in space,
and thus, security cannot be achieved by the government or the
private sector acting alone, and in some senses it cannot be
achieved easily by either or both acting together. But we have to
figure out how to do better at this.

A public-private partnership to defend the integrity of cyberspace
is now urgently essential. Together, business, government, and law
enforcement throughout the world must come together to deter
these attacks and bring these criminals to justice.

Our Committee is working on legislation to help to make this so,
particularly to further define and strengthen the role of the De-
partment of Homeland Security (DHS)—which, of course, is the
central jurisdiction of the homeland security part of our Com-
mittee—to strengthen the role of DHS in protecting all of us in
cyberspace. That is why I look forward to this hearing this morning
as a way to help educate the Committee on how best we can
produce legislation that will really have the desired effect.

As always, it has been a pleasure to work with the Ranking
Member of this Committee, Senator Susan Collins of Maine, and I
call on her now.

OPENING STATEMENT OF SENATOR COLLINS

Senator COLLINS. Thank you, Mr. Chairman.

Mr. Chairman, as you indicated, we are living in a wondrous new
age of global information, an era that is being shaped by digital
technology, consumer demand, and amazing innovation.

It truly is a remarkable time. Today, without thinking much
about it, we send pictures, words, and video over the Web in a mat-
ter of seconds. We have immediate, 24/7 access to each other,
texting and talking over affordable wireless devices. Technology is
transforming our culture, our economy, and our world.
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While we enjoy its many benefits, and most people cannot imag-
ine life without computer technology, we must also be aware of the
risks and dangers posed by this new world.

As the Chairman has pointed out, for every communications ad-
vance, there is also the risk—indeed, almost the inevitability—that
the technology will be misused and exploited. Indeed, experts esti-
mate that cyber crime has cost our national economy nearly $8 bil-
lion in losses.

Protecting our cyberspace has become critically important. In the
past 18 months, this Committee has held three hearings on the
topic of cyber security. Each time, we confronted a new line of
cyber crime or cyber attacks.

Newspaper headlines paint a troubling picture of the state of in-
formation technology security in this country. This past Friday,
computer hacker Albert Gonzalez pleaded guilty to charges stem-
ming from the theft of tens of millions of credit and debit card
numbers from the computers of several major retailers, including
T.J. Maxx, Marshall’s, and Barnes & Noble.

According to authori